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Member Acknowledgment 

 

Interview with AiSP Vice President Mr Andre Shori 

 

 
What is your vision for your contribution in AiSP? What do you think is the biggest issue in 

the Cybersecurity Industry? 

 

My vision for my contribution to AiSP is to catalyse the senior cybersecurity leadership 

community towards building a sustainable and trusted ecosystem that elevates the 

overall maturity and resilience of cyber defenders in Singapore and the wider region. This 

ecosystem will not only facilitate networking and socializing but also provide crucial 

support to one another. 

 

The biggest issue in the Cybersecurity Industry, in my opinion, lies in the current 

operational silos that hinder the exchange of vital strategic and operational information 

among cybersecurity leaders. By fostering an informal yet trusted network of leaders 

willing to share critical information, especially during crises, we aim to disrupt threat 

actors' ability to repeatedly exploit the same attacks. 

 

As the EXCO member, there are times where you will be representing AiSP in events and 

engagements. How do you plan to uphold AiSP's reputation and values while effectively 

communicating its mission and objectives to external stakeholders? 

 

As an EXCO member, my commitment is to uphold AiSP's reputation and values while 

effectively communicating its mission and objectives to external stakeholders. Our values, 

encapsulated in our AiSP initiatives graphic, including our Vision and Mission, provide a 

solid foundation. By aligning our activities with the key pillars of Advance, Connect, and 

Excel, we can clearly and easily communicate our objectives to all stakeholders. 

 

Lastly, what would you like to share and contribute your expertise with our AiSP member 

and the wider community? 

 

I am deeply grateful for the invaluable support and encouragement I have received 

from the cybersecurity community throughout my career. Many cybersecurity 

professionals have generously contributed to my personal and professional growth. As a 
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result, giving back to the community has become a lifelong commitment for me. I am 

dedicated to ensuring that I continue to pay it forward and contribute my expertise to 

support AiSP members and the wider community. 

 

Student Volunteer Recognition Programme 

(SVRP) 
 

AiSP Youth Symposium on 7 July  
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As part of Singapore Youth Day 2024 on 30 June 2024 (Sun), AiSP will be organising the 3rd 

Youth Symposium to reach out to the Youths for a day of sharing, internship or career 

opportunities with our partners on 7 Jul 2024 (Sun). 

  

We are expecting 100 Youths and professionals (Subject to COVID restrictions) for the 

Symposium in this Physical Event. AiSP Patron - Senior Minister of State, Ministry of 

Communications and Information & Ministry of National Development Mr Tan Kiat How 

will be gracing the event as our Guest of Honour and have a dialogue session with the 

attendees on the theme “Guardians of the Digital Realm: Empowering Tomorrow's Cyber 

Defenders”. 

  

Event Date: 7 July 2024 

Event Time: 1PM – 4PM 

Event Venue: JustCo @ Marina Square 

Guest of Honour: AiSP Patron - Senior Minister of State, Ministry of Communications and 

Information & Ministry of National Development Mr Tan Kiat How 

  

Click here to register. 

*First 80 Youths that sign up and attend will receive Suntec Vouchers 

  

 

https://forms.office.com/r/wc6VKrdwZ6
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Elevating Cybersecurity Education Through Unprecedented Collaborations 

 

In a pioneering initiative, EC-Council and Wissen have forged a collaboration with AiSP. This 

collaboration includes a sponsorship of 500 EC-Council Cyber Essentials certification 

vouchers. These vouchers aim to empower Polytechnic and Institute of Technical 

Education (ITE) students pursuing cybersecurity programs, enabling them to attain their 

inaugural industry certificate and commence their journey with EC-Council Essential 

certificates (NDE, EHE, DFE), thereby initiating their cybersecurity credentialing process. 

 

Visit (https://wissen-intl.com/essential500/) and register to start your cybersecurity 

credentialing journey! Terms & Conditions apply. 

 

About the EC-Council Cyber Essentials Certification 

EC-Council’s Essentials Series is the first MOOC certification course series covering essential 

skills in network defense, ethical hacking, and digital forensics. The Network Defense 

Essentials (N|DE), Ethical Hacking Essentials (E|HE), and Digital Forensics Essentials (D|FE) 

are foundational programs that help students and early career professionals choose their 

area of competency or select a specific interest in cybersecurity. The Essentials Series was 

designed to give students the foundation on which to build and develop the essential skills 

for tomorrow’s careers in cybersecurity. These programs educate learners in a range of 

techniques across industry verticals, such as securing networks, mitigating cyber risks, 

conducting forensic investigations, and more. 

 

 
 

https://wissen-intl.com/essential500/
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AiSP Cyber Wellness Programme 

 

 
Click here to find out more! 

 

https://www.aisp.sg/aispcyberwellness/index.html
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Special Interest Groups 

 

AiSP has set up six Special Interest Groups (SIGs) for active AiSP members to advance their 

knowledge and contribute to the ecosystem are: 

 

- Artificial Intelligence      

- CISO 

- Cloud Security 

- Data and Privacy 

- DevSecOps 

- LITE 

 

We would like to invite AiSP members to join our Special Interest Groups as there are 

exciting activities and projects where our members can deepen their knowledge together. 

If you are keen to be part of a SIG, please contact secretariat@aisp.sg  

 

 
      

 

AiSP CISO SIG Meetup on 5 June 

 

AiSP organised our CISO SIG meetup hosted by our Corporate Partner, Schneider 

Electric on 5 June. Our Vice President and CISO SIG EXCO Lead Mr Andre Shori 

facilitated a discussion on “What is the definition of a CISO in Singapore?” with more 

than 20 attendees.  

 

 
 

 

 

https://www.aisp.sg/sig.html
https://www.aisp.sg/sig.html
mailto:secretariat@aisp.sg
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AiSP LITE SIG Meetup on 27 June 

 

On 27 June, AiSP organised our very first LITE SIG Meetup. Legal Investigative Technology 

Experts (LITE), formerly known as High Technology Crime Investigation Association (HTCIA) 

was formed to provide education and collaboration within AiSP for the prevention and 

investigation of high-tech crimes.  

 

AiSP LITE SIG EXCO Lead, Mr Daniel Wang, did a sharing on what the LITE SIG is about, AiSP 

Fellow Member & Director, Mr Freddy Tan, shared insights on AiSP and AiSP Vice President 

Mr Breyvan Tan, did a sharing on AiSP Special Interest Groups. 

 

Interested AiSP Members can contact secretariat@aisp.sg to join the SIG. 

 

 
 

 

 

 

 

 

mailto:secretariat@aisp.sg
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AI Security Summit on 3 July 
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In an era defined by rapid digital transformation and evolving cyber threats, the 

integration of Artificial Intelligence into the realm of cybersecurity has become not just a 

necessity but a strategic imperative. From machine learning algorithms that detect 

anomalies in network traffic to autonomous response systems that thwart sophisticated 

attacks in real-time, AI holds immense promise in fortifying our defenses against an ever-

expanding array of cyber threats. At the same time, as organizations increasingly rely on 

AI to enable their business and safeguard their digital assets, the security and ethical 

implications of AI deployment loom large. The conference aims to help Enterprises, SMEs 

and individuals to be more aware of practical usages of AI in securing their digital assess 

as well as considerations to better governance their AI-based solutions. 

 

Our theme for this year summit is “AI for Cybersecurity and Cybersecurity for AI”. 

 

Organized by the Association of Information Security Professionals (AiSP), the AiSP AI 

Security Summit is a unique event that delves into the critical intersection of artificial 

intelligence and cybersecurity. Our distinguished speakers from public, private and 

academia sectors will share audience on the innovative applications of AI in 

safeguarding digital asset and addressing the imperative of securing AI system 

themselves, tackling issues of adversarial attacks, data privacy and ethical consideration. 

 

Event Date: 3 July 2024 

Event Time: 8:30AM – 2.00PM 

Event Venue: Marina Bay Sands Convention Centre 

Guest of Honour: Senior Minister of State, Ministry of Communication and Information - Dr 

Janil Puthucheary 

 

Click here to register. 

*AiSP AVIP & Ordinary members can email to rsvp@aisp.sg for complimentary tickets. 

Please noted that it is based on first come first served basis.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.eventbrite.sg/e/aisp-ai-security-summit-2024-tickets-910263692207?aff=oddtdtcreator
mailto:rsvp@aisp.sg
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Data & Privacy Workshop on 24 July 

 

 

 
In the age of artificial intelligence, the integration of Generative AI (GenAI) and Large 

Language Models (LLMs) into various sectors has revolutionized how organizations 

operate. However, this technological advancement also brings with it significant data 

protection challenges. This event aims to explore these challenges and provide 

actionable insights for managing data protection in an AI-powered world. 

 

Organized by the Association of Information Security Professionals (AiSP), the AiSP Data & 

Privacy Workshop is a unique event that delves into the critical intersection of Data & 

Privacy 

 

Our theme for this year summit is “Data Protection in an AI-powered World”. 

 

Event Date: 24 July 2024 

Event Time: 1.30PM – 6PM 

Event Venue: JustCo @ Marina Square 
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Click here to register. 

*AiSP Members can key in “AiSPXXXXX” (where XXXXX is your membership number) for 

complimentary tickets 

**email secretariat@aisp.sg if you have any queries 

 

The Cybersecurity Awards 

 

 
 

Thank you for your support! The Cybersecurity Awards 2024 nominations ended on 31 May. 

 

Professionals                                                          Enterprises 

1. Hall of Fame                                                      5. MNC (Vendor) 

2. Leader                                                               6. MNC (End User) 

3. Professional                                                       7. SME (Vendor) 

                                                                               8. SME (End User) 

Students 

4. Students 

 

Please email us (secretariat@aisp.sg) if your organisation would like to be our sponsors for 

The Cybersecurity Awards 2024! Limited sponsorship packages are available. 

 

 

 

https://urldefense.com/v3/__https:/www.eventbrite.sg/e/924080709277?aff=oddtdtcreator__;!!Hj9Y_P0nvg!UV9wPhHlkj1AebKrAI56QXEJEzRsZJCxj0BY0A2eNyqxPzdvyJK7Ik1FLuxXJQdTqKXJwENgaW1RCEE-XMIh2zTkuRI6$
mailto:secretariat@aisp.sg
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Regionalisation 

 

SEA CC Webinar – Web3/Metaverse on 20 June 

 

During our SEACC Webinar on 20 June, our speakers covered insights on Web3 and 

Metaverse. Thank you Speakers from Malaysia Board of Technologists and Women in 

Security Alliance Philippines for sharing and thank you our Corporate Partner, Huawei 

Singapore for speaking at the webinar. 
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ASEAN Bug Bounty on 20 July 

 

 
 

Click here to register. 

 

https://forms.office.com/r/LfjXwTPwwy
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SEACC Webinar – Cloud Security on 31 July 

 

 

                                                             

 

 

SEA CC Webinar – Cloud Security   

 

 

 

The South East Asia Cybersecurity Consortium will be organising a series of webinars 

leading up to the SEA CC Forum 2024. The upcoming webinar will be focusing on 

Cloud Security where speakers will be sharing insights on the best practices for cloud 

security. 

 

How Tenable Cloud Security Zaps the Risk You Cannot See 

Speaker: Alvin Yeo, Cloud Specialist, Tenable, APJ 

 

Cloud infrastructure is an attacker’s playground – you need to reveal the risk you 

cannot see.  

 

Join Tenable’s Alvin Yeo, Cloud Specialist to hear how CNAPP empowers teams with 

full asset discovery and risk analysis, runtime threat detection and compliance 

reporting for multiple clouds.  

 

In this session you will learn how to: 

• Automate cloud infrastructure security with identity-driven CNAPP. 

• Close cloud security gaps through powerful visualization, prioritization and 

remediation. 

• Reduce your attack surface with least privilege and JIT.  
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Cloud Security Measures in a Modern Banking Environment 

Speaker: Mon Galang, Cyber Security Head, GoTyme Bank and WISAP Technical 

Committee Expert 

 

In the dynamic landscape of modern banking, robust cloud security measures form 

the bedrock of trust and integrity. Banks fortify their cloud infrastructure against cyber 

threats, ensuring the confidentiality and integrity of sensitive financial data. 

Continuous monitoring and stringent access controls further safeguard against 

unauthorized access, bolstering customer confidence in the digital banking 

ecosystem. 

 

 

Date: 31 July 2024, Wednesday 

Time: 3PM – 5PM (SGT) 

Venue: Zoom 

Registration: 

https://us06web.zoom.us/webinar/register/2017139507734/WN_coq_DDdfTD-

hVwlIvS7LcQ 

 

   

 

 

 

Digital For Life 

 

Together with our student leaders from our Academic Partners, AiSP was at the Digital Skills 

for Life Train the Trainer session on 25 June where IMDA trained our student leaders for future 

community outreach. 

 

 
 

https://us06web.zoom.us/webinar/register/2017139507734/WN_coq_DDdfTD-hVwlIvS7LcQ
https://us06web.zoom.us/webinar/register/2017139507734/WN_coq_DDdfTD-hVwlIvS7LcQ
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Corporate Partner Event 

 

Cisco Security: Securing the AI Revolution Event on 4 July 

 

                                                                                                

    

Invitation for Cisco Security: Securing the AI 
Revolution Event 

   

  
   

 
We are excited to extend an exclusive invitation to you for our upcoming Cisco Security: 
Securing the AI Revolution Event. 
 
In an era where AI initiatives are rapidly advancing, establishing a security-resilient 
infrastructure is paramount for deterring potential cyber threats. Our upcoming event will 
serve as a platform for security experts to exchange insights and approaches to navigate 
and leverage AI. 
 
Event Information: 

1. Venue: JustCo, Marina Square, 6 Raffles Boulevard, Marina Square, #03-308, 
Singapore 039594 

2. Date: July 4, Thursday 
3. Time: 6:30pm - 8:30pm (Check in at 6pm. Dinner will be provided.) 

 
This is a prime opportunity to network with fellow security professionals and leaders. Hear 
from Cisco and industry veterans on their approaches to AI risk management, framework 
development, and AI innovations for the public sector industry. This includes sharing on our 
new Cisco Hypershield, collaborations with Splunk, and takeaways from premier events 
such as the RSA Conference and Cisco Live US. 
 
RSVP at https://cloudsecurity.cisco.com/0704-seminar-securing-the-ai-revolution-
singapore-event to secure your spot today. We look forward to hosting you at the event.  
  

    

Agenda: 

https://cloudsecurity.cisco.com/0704-seminar-securing-the-ai-revolution-singapore-event
https://cloudsecurity.cisco.com/0704-seminar-securing-the-ai-revolution-singapore-event
https://www.cisco.com/?utm_medium=email&utm_campaign=email-header
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Start Time                            Topics 
 
06:00pm                               Registration 
 
06:30pm                               Welcome & Opening 
 
06:45pm                               Fireside Chat: Securing the AI Revolution Event 
 
07:15pm                               Securing the AI Revolution: Cisco Hypershield 
 
07:45pm                               Cisco + Splunk: Better Together 
 
08:15pm                               Summary & Networking 

    

  
   

 

Cisco Systems, Inc. 170 West Tasman Dr., San Jose, CA 95134 

Privacy Policy 

 

Manage email preferences or unsubscribe 
  

 

  
 

        

  
 

© 1992–2024 Cisco Systems, Inc. All rights reserved. 

     

 

CREST 

 

Latest Exam Updates from CREST 

 

Following the launch of our new syllabuses for our Certified Tester – Infrastructure (CCT 

INF) and Certified Tester – Application (CCT APP) exams, we wanted to share our next set 

of exciting updates to these exams. 
 

CREST Certified Tester - Infrastructure 

CREST Certified Tester - Application 

 

 

What are the upcoming changes? 

 

The major updates for both the CCT INF and CCT APP exams are detailed on the new 

https://www.cisco.com/c/en/us/about/legal/privacy-full.html
https://app.security.umbrella.com/e/sl?s=~~eloqua..type--emailfield..syntax--siteid..encodeFor--url~~
https://app.security.umbrella.com/e/u?s=~~eloqua..type--emailfield..syntax--siteid..encodeFor--url~~
https://www.crest-approved.org/skills-certifications-careers/crest-certified-infrastructure-tester/
https://www.crest-approved.org/skills-certifications-careers/crest-certified-web-application-tester/
https://www.cisco.com/?utm_medium=email&utm_campaign=email-footer
https://www.facebook.com/CiscoUmbrella/
https://twitter.com/CiscoUmbrella
https://www.linkedin.com/company/opendns/
https://www.youtube.com/user/OpenDNSTeam
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web pages for both exams. In addition to the updated syllabuses and content, we have 

also: 

 

- Increased the choice of locations: all elements of the exam are being delivered with our 

exams delivery partner, Pearson VUE, meaning candidates can take the exams at over 

1,100 Pearson VUE centres at locations around the globe, including Singapore and across 

Southeast Asia 

 

- Changed the exam components: the certification has been divided into two parts: a 

multiple choice and written scenario exam - note the scenario element will no longer be 

combined with the practical element - and a separate practical exam 

 

- Created great flexibility in the approach: candidates are now able to pick the order in 

which they take the components of the exam 

 

- Ensured the whole exam can be concluded within a day: candidates can now book to 

sit both the written and practical elements of the exam on the same day and 

 

- Changed the use of own machine and tooling: candidates will in future be able to 

access tooling within the Pearson VUE exam environment rather than bringing their own 

laptops, supported by access to the toolset ahead of the exam and the ability to upload 

materials in advance to assist you when taking the exams. 

 

Information on these latest updates can be found on our dedicated web pages at: 

 

CREST Certified Tester - Infrastructure 

CREST Certified Tester - Application 

 

 

Subsequent updates to watch out for 

 

-     Updated syllabuses for the Certified Simulated Attack Specialist (CCSAS) and Certified 

Simulated Attack Manager (CCSAM) exams 

 

- Don’t forget to check out our recently relaunched exams in Singapore for CRT and 

CPSA  

 

Let’s stay in contact! 

To get the latest CREST communications via email, message marketing@crest-

approved.org and ask to ‘Subscribe to CREST News’.  

You can also see us on social media here: https://www.linkedin.com/company/crest-

approved/ and here: CREST (@CRESTadvocate) / X (twitter.com), and on our website 

www.crest-approved.org.  

 

 

https://www.crest-approved.org/skills-certifications-careers/crest-certified-infrastructure-tester/
https://www.crest-approved.org/skills-certifications-careers/crest-certified-web-application-tester/
https://www.crest-approved.org/skills-certifications-careers/crest-registered-penetration-tester/
https://www.crest-approved.org/skills-certifications-careers/crest-practitioner-security-analyst/
mailto:marketing@crest-approved.org
mailto:marketing@crest-approved.org
https://www.linkedin.com/company/crest-approved/
https://www.linkedin.com/company/crest-approved/
https://twitter.com/crestadvocate
http://www.crest-approved.org/
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Upcoming Activities/Events 
 

Ongoing Activities 

Date Event Organiser 

Jan – Dec  Call for Female Mentors (Ladies in Cyber) AiSP 

Jan – Dec Call for Volunteers (AiSP Members, Student 

Volunteers) 

AiSP 

 

Upcoming Events  

Date 
Event 

Organiser 

3 Jul AiSP AI Security Summit AiSP 

4 Jul Cisco Security: Securing the AI Revolution Event AiSP & Partner 

5 Jul Cybersafe 7th Anniversary & Product Launch Partner 

7 Jul AiSP Youth Symposium AiSP 

12 Jul Cyberwellness sharing with Lion Befrienders Partner 

16 Jul Learning Journey to TrendMicro for ITE West AiSP & Partner 

20 Jul ASEAN Bug Bounty AiSP & Partner 

24 Jul Data & Privacy Workshop AiSP 

26-27 Jul Skills for Good Festival Partner 

27 Jul Cyber Security Awareness Event at Teck Ghee Partner 

27 Jul Career Sharing for PME at Skills for Good Festival at 

Plaza Singapura 

Partner 

30 Jul – 1 Aug NACSA Cyber Security Summit 2024 Partner 

31 Jul SEA CC Webinar - Cloud Security AiSP & Partner 

6-8 Aug CyberDSA in KL Partner 

14 Aug SEA CC Webinar - Digital ID AiSP & Partner 

20-21 Aug Operational Technology Cybersecurity Expert 

Panel Forum 2024 

Partner 

29 Aug AiSP x SUTD x NTUC TTAB MOU Signing & PME 

Sharing 

AiSP & Partner 

30 Aug Ladies in Cyber Symposium AiSP 

**Please note events may be postponed or cancelled due to unforeseen circumstances 
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CONTRIBUTED CONTENTS 

 

Article from CISO SIG 

 

Introducing CISO with a deep interest in cybersecurity 

 

Andre Shori is the APAC Cybersecurity Vice President and Chief Information Security Officer 

at Schneider Electric.  Andre brings with him over 30 years of cyber experience, a SANS 

Technology Institute Master of Science in Information Security Management, and 18 major 

cybersecurity certifications.  He serves as an Executive Board Member of the (ISC)2 

Singapore Chapter and Vice President of the Association of Information Security 

Professionals (AiSP), contributing to the development of the cybersecurity profession across 

the globe and creating a vibrant global cybersecurity ecosystem that enables a safe and 

secure cyberspace for everyone. 

 

1. What brought you to the Cybersecurity industry? 

 

I have always been deeply fascinated by the tools, techniques, and processes that threat 

actors use to breach environments and, more importantly, what defenders should do to 

counteract these tactics. My first entry into Cybersecurity was over 30 years ago when I 

served as a network operator and help desk agent for BC (British Columbia) Rail in 

Canada. That is where I was exposed to security topics like access controls, prevention, 

and detection tools, BCP/DRP, and from there, I was hooked. It has been a lifelong 

learning journey since then; cybersecurity evolves so fast, and there has never been a 

dull moment. 

 

2. What were your defining moments in this industry, and factors or guidance that 

helped you achieve them? 

 

Being accepted into the Master of Science in Information Security Management (MSISM) 

program at SANS was pivotal in my career. The program filled in almost all the gaps in my 

Cybersecurity knowledge and taught me to think strategically at the organizational level. 

Quitting my job at the time to complete the MSISM was incredibly challenging, but 

completing it helped propel me into a role that I had long dreamed about. 

 

3. What is it that you love most about your role? 

 

I am gratified to know that I am helping to make a real difference in the Cybersecurity of 

my organization and my community. It is really rewarding to help shape the industry into a 

mature, professional, and well-recognized discipline. I also love all my fellow practitioners 

who share a passion for Cybersecurity. One of my favourite pastimes is meeting with other 

cybersecurity folks to share our knowledge and experiences. Cybersecurity is too vast a 

field for anyone to truly master, so it is great to meet people who help expand my views. 
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4. What are some of the trends you have seen in the market lately, and what do you 

think will emerge in the future? 

 

I see a lot of attention being paid to automation and process re-engineering, which 

bodes well for streamlining current processes in a more efficient manner. SOARs (Security 

Orchestration, Automation and Response) are becoming the norm, and AI (Artificial 

Intelligence) has helped fuel that push. I also see signs that the IT/OT convergence is 

starting to really gain momentum now, with more OT (Operations Technology) 

Cybersecurity oriented solutions appearing on the market to address the growing OT/IoT 

install base as people start to imagine increased use cases on how to automate the 

world we live in. 

 

5. What do you think is the role of CISO? 

 

A Chief Information Security Officer (CISO) or equivalent (Head of Information Security, 

Chief Security Officer, TISO, BISO, ACISO, IT Manager, CISO as a Service etc.) is the 

person (or any immediate direct report) accountable (or in the case of a direct report, 

responsible) for defining and implementing their organization's overall cybersecurity 

strategy to enable and advance business outcomes. This person is ideally a senior-level 

executive, reporting to the most senior levels of the organization, who is actively leading 

the defence of their organisation, its businesses and all assets, including its people, data, 

infrastructure, products or technologies, against internal and external cybersecurity risk. 

  

6. How can we encourage more people to join the cybersecurity sector? 

 

Show them what a cybersecurity career looks like. Showcase more examples of different 

aspects of cyber such as an OT Cybersecurity engineer working at an oil and gas plant, 

or a DFIR (Digital Forensics and Incident Response) investigator, or a threat intel person 

doing red teaming etc. Get people to understand that there are gratifying careers in 

cyber, that it is not just about the $$, and that they can enjoy a rewarding vocation while 

making a difference in society.  

 

7. What do you want to achieve or contribute to the Cybersecurity Ecosystem? 

 

I will continue to add my energy, experience, and, where applicable, my expertise to 

continue to help drive and uplift our Cybersecurity discipline into a well-developed, 

attractive, and rewarding professional vocation. I plan to help accomplish this 

undertaking by engaging with all relevant stakeholders at all levels to ensure that our 

profession has the support and visibility necessary to ensure we can value and add our 

tradecraft towards our respective organization’s objectives. 

 

8. Any advice for the Cybersecurity Professionals? 

 

You must have a passion for cybersecurity to best ensure you will thrive. A career in 

Cybersecurity is demanding, deeply technical, always challenging and without passion 
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your odds of burning out are high. It is a thankless role, and you are usually first to be 

blamed, so you must be able to embrace the knowledge that you are performing a role 

in ensuring the betterment of society through your actions. 

 

Article from LITE SIG 

 

Legal Investigative Technology Experts (LITE), formerly known as High 

Technology Crime Investigation Association (HTCIA) 
 

About us 

LITE was formed to provide education and collaboration within AiSP for the prevention and 

investigation of high tech crimes. 

As such, we are a special interest group that aspires to help all those in the high technology 

field by providing extensive information, education, collective partnerships, mutual 

member benefits, astute board leadership and professional management. 

 

Our Mission: 

LITE is a special interest group within AiSP providing individuals utilizing investigative 

techniques and technology with innovative networking and training. 

 

Our Vision: 

To provide a platform for AiSP members who are keen in the high technology space, to 

participate in and benefit from each other’s expertise, so as to create a vibrant and 

dynamic ecosystem. 

To support innovation and collaboration in the field across the government, law 

enforcement, academic, private industry, and legal communities. 

 

Key activities: 

• Knowledge sharing of Digital Forensic / e-Discovery in Q4 2024 

Support required: 

• Sponsorship for workshop or conference 

• Active participation from the SIG 

• Interest from greater AiSP members to join this SIG 
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Article from DevSecOps SIG 

 

Putting the ‘Sec’ in DevSecOps: Emphasizing White Box Testing and End-to-

End Security 

In the fast-paced world of software development, the traditional silos of development, 

operations, and security are rapidly breaking down. The advent of DevSecOps reflects 

this evolution, integrating security practices into the entire lifecycle of application 

development and deployment. However, to truly embed security within the DevOps 

framework, organizations must prioritize rigorous testing methodologies, with White Box 

testing and comprehensive end-to-end testing at the forefront. This is also why 

organizations are delving into Security-by-Design rather than Security after Design! 

The Essence of DevSecOps 

DevSecOps is more than just a buzzword—it's a transformative approach that embeds 

security considerations into every phase of the software development lifecycle (SDLC). 

The objective is to address security issues as early as possible, fostering a culture where 

security is everyone's responsibility. This proactive stance contrasts sharply with the 

traditional reactive approach, where security checks are performed late in the 

development process, often resulting in costly and time-consuming fixes. 

White Box Testing: The Cornerstone of Secure Code 

White Box testing, also known as clear box, open box, or glass box testing, is a method 

where the internal workings of the application are known and utilized to design test 

cases. This testing strategy is invaluable in a DevSecOps environment for several reasons: 

1. Early Vulnerability Detection 

White Box testing allows testers to examine the internal code structure, logic, and flow. By 

doing so, vulnerabilities can be identified early in the development process, mitigating 

risks before they escalate into more significant security threats. This proactive 

identification of security flaws aligns perfectly with the DevSecOps philosophy of early 

and continuous security integration. 

2. Comprehensive Coverage 

By understanding the internal workings of the application, developers can create more 

thorough and targeted test cases. This comprehensive coverage ensures that even the 

most obscure and deeply embedded vulnerabilities are identified and addressed. It 

contrasts with Black Box testing, where testers only evaluate the software from an external 

perspective, potentially missing critical internal flaws. With test case coverage, the depth 

of coverage become more important – especially for safety critical and mission critical 

applications where lives are at stake or important data is imperatively guarded. 
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Automotive, Aviation, Government, Financial and Healthcare industries are prime 

examples of high coverage needs. Unfortunately, not many are willing to incorporate 

high coverage into their requirements as it might cause delays or incur higher costs.  

3. Enhanced Code Quality 

White Box testing not only focuses on security vulnerabilities but also on code quality. By 

scrutinizing the code, developers can identify areas of inefficiency, redundancy, and 

potential bugs, leading to overall better code quality. High-quality code is inherently 

more secure and reliable, contributing to a more robust application. Thus, code quality 

will provide a more stable application that is less prone to crashing or failing and in so 

doing contributes to the overall security of the application.  

The Imperative of End-to-End Testing 

While White Box testing is essential, it must be complemented by end-to-end testing to 

ensure comprehensive security coverage. End-to-end testing evaluates the entire 

application flow, from start to finish, simulating real-world scenarios and user interactions. 

Here's why it's crucial in a DevSecOps framework: 

1. Holistic Security Validation 

End-to-end testing ensures that all components of the application work together 

seamlessly and securely. It validates the security of integrations, data flows, and user 

interactions, identifying potential vulnerabilities that might arise from complex 

interdependencies within the system. 

2. User Perspective Security 

By simulating real-world usage scenarios, end-to-end testing provides a user's perspective 

on the application. This approach helps uncover security issues that may not be apparent 

through internal code analysis alone, such as vulnerabilities in authentication, 

authorization, and data handling processes. 

3. Regression Prevention 

As applications evolve, new features and updates can inadvertently introduce security 

vulnerabilities. End-to-end testing is crucial for regression testing, ensuring that new 

changes do not compromise the existing security posture. This continuous validation is 

essential for maintaining a secure and resilient application over time. 

Integrating Testing into DevSecOps Workflows 

For organizations aiming to put the ‘Sec’ in DevSecOps, integrating White Box testing and 

end-to-end testing into the CI/CD pipeline is essential. Here are some best practices: 
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1. Automate Testing 

Automate White Box and end-to-end testing to ensure consistent and continuous security 

checks. Automation tools can integrate seamlessly with CI/CD pipelines, providing 

immediate feedback and allowing developers to address issues in real-time. This is 

especially pertinent to current practices in agile development and devops. A continuous 

testing and feedback loop would help drive the efficiency and productivity for software 

development teams.  

2. Shift Left 

Embrace the "shift left" approach by incorporating security testing early in the 

development process. This strategy not only identifies vulnerabilities sooner but also instills 

a security-first mindset among developers, fostering a culture of proactive security. The 

promotion of shift left culture is not straightforward. It requires a lot of training to the 

development teams and requires buy-in from management to project managers as well 

as any stakeholders in the organization. But once implemented, there will be a lot of 

benefits inculcated into the teams and by extension, to the applications that are built.  

3. Continuous Monitoring 

Implement continuous monitoring to track the effectiveness of security measures and 

adapt to new threats. Monitoring tools can provide insights into security performance, 

helping teams make informed decisions and quickly respond to emerging vulnerabilities. 

4. Collaborative Culture 

Foster collaboration between development, operations, and security teams. Encourage 

regular communication and knowledge sharing to ensure that security is a shared 

responsibility and that all team members are equipped to identify and address security 

issues. 

Conclusion 

Putting the ‘Sec’ in DevSecOps requires a comprehensive and proactive approach to 

security. By emphasizing White Box testing and end-to-end testing, organizations can 

ensure that security is deeply integrated into the software development lifecycle. These 

testing methodologies provide the thorough coverage needed to identify and address 

vulnerabilities early, ensuring the delivery of secure and resilient applications.  

As the landscape of cybersecurity threats continues to evolve, the commitment to 

rigorous testing and continuous improvement will be the cornerstone of effective 

DevSecOps practices. 
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Article from APP, ITE  

 

 

We offer the following Work Study Diploma Programmes at ITE College East: 

 

• Work Study Diploma Programme in Cyber Security & Forensics 

• Work Study Diploma Programme in Cloud Management & Operations 

(Infrastructure Support) 

• Work Study Diploma Programme in Cloud Management & Operations (Cloud 

Operations) 

• Work Study Diploma Programme in Data Centre Infrastructure & Operation 

 

The highlights of the Work Study Diploma are: 

 

• Companies can claim up to S$15,000 for every Work Study Diploma Trainee they 

engage. 

• Companies will be able to interview and select graduates of Nitec / Higher Nitec in 

IT / Cyber Security for this programme. 

• Companies will be assured of manpower for the next 2.5 years. 

• Companies may send representatives to sit on the Technical Committee and 

provide input for the course. 

 

Companies can email at lee_choon_giap@ite.edu.sg or call/WhatsApp at 91276308. 

 

Companies can also indicate interest thru’ this link.  

 

https://for.edu.sg/interestcewsdip 

 

 

mailto:lee_choon_giap@ite.edu.sg
https://for.edu.sg/interestcewsdip
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Article from SVRP 2023 Gold Winner, Kek Jun 

Kai [NP] 

 

 
How do you think SVRP has directly impacted your cybersecurity journey? 

 

The SVRP wasn't just another program for me; it was an awakening. Receiving the Silver 

Award was honestly more than just a certificate on the wall. It was a pat on the back, a 

validation that I was on the right path. Every workshop, interaction, and mentorship session 

during the program was like adding a piece to the puzzle of my cybersecurity journey. It's 

where I truly felt the weight of our responsibilities in cybersecurity, realizing it's not just about 

codes and algorithms, but real lives and stories. I vividly remember the conversations with 

my lecturers, seniors, and mentors. They didn't just teach; they shared, guiding me with their 

experiences, wisdom, and sometimes, their mistakes. And it was through these genuine 

interactions that I found direction and purpose. Reconnecting with peers during SVRP, 

especially after such long breaks, was like catching up with old friends. We were all there 

with a shared goal - to make a difference. So, every time I think of SVRP, I'm reminded of 

that spark, that drive it reignited in me. And that's why it holds such a special place in my 

heart. It's more than a program; it's where I found a deeper sense of belonging and 

purpose in the world of cybersecurity. 

 

How has SVRP inspired you to contribute to the cybersecurity field? 

 

SVRP was a turning point for me. Before joining, I knew I had a passion for cybersecurity, 

but it was during my time with the program that this passion transformed into a deep-

rooted purpose. Interacting with like-minded individuals, sharing experiences, and learning 

from some of the best in the field showed me the real-world impact of our roles. It's not just 

about protecting systems; it's about safeguarding memories, preserving livelihoods, and 

sometimes, saving lives. The recognition through the Silver Award wasn't just an accolade 

for me. It was a tangible reminder of the difference I could make and the responsibilities I 

shouldered. The people I met, the stories I heard, and the challenges we discussed instilled 
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a drive in me to give back, to be more than just a participant in the cybersecurity field. 

Today, inspired by SVRP, I'm committed to not only enhancing my skills but also mentoring, 

educating, and collaborating. The program highlighted the importance of community, of 

working together to combat threats, and of ensuring the next generation is equipped, 

inspired, and ready to take on the challenges of tomorrow. SVRP didn't just shape my 

journey; it redefined it, pushing me to be a proactive contributor to the cybersecurity 

ecosystem. 

 

What motivates you to be a student volunteer? 

 

Being a student volunteer is driven by a combination of passion and purpose for me. Firstly, 

I'm motivated by the opportunity to learn and grow outside of the traditional classroom 

setting. Volunteering allows me to see the real-world applications of what I'm studying, and 

it adds layers of depth to my academic pursuits. Secondly, I believe in giving back. I've 

been fortunate to receive guidance and mentorship in my journey, and volunteering 

provides me a platform to pay that forward, to possibly be that beacon for someone else. 

Additionally, the camaraderie and connections I've forged while volunteering are 

priceless. Interacting with diverse groups of people, sharing experiences, and 

collaborating on projects have enriched my perspective and broadened my horizons. 

Lastly, there's a unique satisfaction in knowing that my efforts, however small, are making 

a difference. Whether it's helping organize an event, mentoring a peer, or contributing to 

a community project, the tangible impact of my volunteer work serves as a constant 

reminder of the positive change we can affect when we come together. In essence, it's 

this blend of personal growth, community, and purposeful impact that drives me to be a 

student volunteer. 

 

How would you want to encourage your peers to be interested in cybersecurity? 

 

I'd start by making it relatable. Instead of diving into the technical jargon, I'd share real-

world stories and scenarios. I'd talk about how our entire digital lives, from our personal 

photos to our bank details, are safeguarded by cybersecurity. I'd mention stories where a 

simple cybersecurity oversight had significant consequences, like the ransomware attacks 

on hospitals or data breaches affecting millions. Then, I'd highlight the empowering aspect. 

In cybersecurity, we're not just passive consumers; we have the skills and knowledge to 

protect ourselves, our families, and even our communities. It's like having a digital 

superpower! I'd also emphasize the vast opportunities in the field. With the increasing 

digitization of our world, cybersecurity professionals are in high demand, offering promising 

career paths, lucrative salaries, and the chance to be at the forefront of technological 

evolution. Workshops and hands-on sessions would be a great way to ignite interest. By 

giving peers a taste of ethical hacking, for instance, they'd get to experience the thrill of 

the chase, the challenge of the puzzle, and the satisfaction of 'cracking the code'. Lastly, 

I'd encourage them to join me in volunteering or attending cybersecurity events. 

Sometimes, the best way to spark interest is to immerse someone in the community, to let 

them see the passion, the challenges, and the rewards firsthand. Through these combined 

efforts, I hope to not only share my enthusiasm for cybersecurity but also inspire them to 

explore and possibly find their niche in this dynamic field. 
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PROFESSIONAL DEVELOPMENT 

 

Listing of Courses by Wissen International 
 

 
 

Stay ahead of the curve with EC-Council certification programs! 

The all popular Certified Network Defender (CND), Certified Threat Intelligence Analyst (CTIA) and 

Certified Hacking Forensic Investigator (CHFI) 

are now available in the latest versions!  

 

 

Master advanced network security requirements with CND, 
excel in predictive threat intelligence CTIA and build ultimate investigative skills with CHFI. 

With the latest tools and technologies in these programs building job-ready skills, you can set yourself up for 

success! 

 

 

Available as self-paced learning kits, each bundle includes EC-Council instructor-led training videos, 

e-book, virtual labs and remote proctored exam voucher. 

 

 

Special 

 discounts available for AiSP members, please email enquiry@wissen-intl.com 

 for details! 
 

mailto:enquiry@wissen-intl.com
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Qualified Information Security Professional 

(QISP®)  

 

Body of Knowledge Book (Limited Edition) 
 

Get our Limited Edition Information Security Body of Knowledge (BOK) Physical Book at 

$87.20 (inclusive of GST).  

 

 
 

Please scan the QR Code in the poster to make the payment of $87.20 (inclusive of 

GST) and email secretariat@aisp.sg with your screenshot payment and we will follow up 

with the collection details for the BOK book. Limited stocks available. 

 

mailto:secretariat@aisp.sg
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QUALIFIED INFORMATION SECURITY PROFESSIONAL (QISP) COURSE  

 

AiSP QISP Workshop on 1 October 

 

 

 

 

 

AiSP QISP Workshop   

 

 

 
QISP Insight Masterclass 

Join us for an exclusive QISP Insight Masterclass, a unique opportunity to delve into the QISP 

(Qualified Information Security Professional) Certification Programme. This masterclass is 

designed for cybersecurity professionals seeking to enhance their expertise and stay ahead of 

the curve in the ever-evolving field of cybersecurity. 

 

 

What to Expect: 

Explore the QISP Certification Programme: Gain insights into the structure and benefits of the 

QISP certification. Understand how this certification can propel your career and equip you with 

the skills needed to tackle modern cybersecurity challenges. 

 

Insight into the 6 Domains: Experience a comprehensive overview of the six 

domains covered in the QISP curriculum. Engage in interactive sessions that provide 

a snapshot of the knowledge and skills you will acquire, from risk management to 

incident response. 

 

Network with Professionals: Connect with like-minded cybersecurity experts and 

expand your professional network. Share experiences, exchange ideas, and build 

relationships that can support your career growth. 
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Hands-on Discussions: Participate in dynamic discussions on the latest trends and 

threats in cybersecurity. Learn from industry leaders and peers as you explore real-

world scenarios and cutting-edge solutions. 

 

 

Why Attend? 

Experience the QISP Programme: Get a first-hand look at what the QISP 

certification entails and how it can benefit your career. 

Engage with Experts: Learn from top cybersecurity professionals and gain insights 

into best practices and emerging trends. 

Expand Your Network: Meet and collaborate with other professionals in the 

cybersecurity community. 

Stay Informed: Stay ahead of the curve by participating in discussions on the latest 

cybersecurity developments. 

 

Don't miss this opportunity to enhance your knowledge, network with peers, and gain insights 

into the QISP Certification Programme. Secure your spot in the QISP Insight Masterclass 

today! 

 

Date: 1 October 2024, Tuesday 

Date: 9AM to 5PM (registration from 8.30am) 

Venue: NTUC Centre, Level 7, Room 701, One Marina Boulevard, S (018989) 

Registration: https://go.wissen-intl.com/qispmasterclass  

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://go.wissen-intl.com/qispmasterclass
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Online Course launched on 1 March 2024! 

 

 
 

The QISP examination enables the professionals in Singapore to attest their knowledge in 

AiSP’s Information Security Body of Knowledge domains. Candidates must achieve a 

minimum of 50-64% passing rate to attain the Qualified Information Security Associate 

(QISA) credential and 65% and above to achieve the Qualified Information Security 

Professional (QISP) credential. 

 

Our highly responsive e-learning platform will allow you to learn anytime, anywhere with 

modular courses, interactive learning and quizzes. Complete the course in a month or up 

to 12 months! Enjoy lean-forward learning moments with our QISP/QISA preparatory e-

learning course. Receive a certificate of completion upon completion of the e-learning 

course. Fees do not include QISP examination voucher. Register your interest here! 
 

 

 

https://docs.google.com/forms/d/e/1FAIpQLSepJWoeVfGiPsTIKqNonbCuWemckLsNg1O2_p6DlMRI1UBaqg/viewform
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MEMBERSHIP 

 

AiSP Membership 

 

Complimentary Affiliate Membership for Full-time Students in APP Organisations 

If you are currently a full-time student in the IHLs that are onboard of our Academic 

Partnership Programme (APP), AiSP is giving you complimentary Affiliate Membership during 

your course of study. Please click here for the application form and indicate your student 

email address, expected graduation date and name of your institution in the form.  

 

Complimentary Affiliate Membership for NTUC Members  

AiSP offers one-time one-year complimentary Affiliate Membership to all active NTUC 

members (membership validity: 2024) from 1 Jan 2024 to 31 Dec 2024. The aim is for NTUC 

members to understand and know more about information security and Singapore’s 

cybersecurity ecosystem. This does not include Plus! card holder (black-coloured card), 

please clarify with NTUC on your eligibility. 

 

On membership application, please do not email your personal data to us via email if your 

information or attachment is not password-protected. Please send us your password via 

Telegram (@AiSP_SG). 

 

Once we receive confirmation from NTUC on the validity of your NTUC membership, AiSP 

would activate your one-year complimentary AiSP Affiliate membership.  

 

CPP Membership 

        
For any enquiries, please contact secretariat@aisp.sg 

 

https://www.aisp.sg/app_members.html
https://www.aisp.sg/app_members.html
https://www.aisp.sg/document/common/AiSP-ApplicationForm.pdf
https://www.aisp.sg/document/common/AiSP-ApplicationForm.pdf
https://t.me/AiSP_SG
mailto:secretariat@aisp.sg
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AVIP Membership 

AiSP Validated Information Security Professionals (AVIP) membership helps to validate 

credentials and experience for IS-related work including cybersecurity, professional 

development, and career progression for our professionals.           

 

Membership Renewal 

Individual membership expires on 31 December each year.  Members can renew and pay 

directly with one of the options listed here.  We have GIRO (auto - deduction) option for 

annual auto-renewal. Please email secretariat@aisp.sg if you would like to enrol for GIRO 

payment.  

Be Plugged into Cybersecurity Sector – Join us as a Member of AiSP! 

 

NTUC Social Membership 

 
 

Some benefits include 

Benefits and privileges from RX Community 

Member Programme 

https://www.readyforexperience.sg/  

Please fill in the form below and make payment if you would like to sign up for the 

membership. 

https://forms.office.com/r/qtjMCK376N  

 

Please check out our website on Job Advertisements by our partners.  For more updates or 

details about the memberships, please visit www.aisp.sg/membership.html 

 

https://www.aisp.sg/indi_benefits.html
https://www.aisp.sg/indi_payment.html
mailto:secretariat@aisp.sg
https://www.readyforexperience.sg/
https://forms.office.com/r/qtjMCK376N
https://www.aisp.sg/jobs.html
http://www.aisp.sg/membership.html


 Advancing the Professionals | Connecting the Community | Excelling the Profession 
 

 

back to top 

© 2008 – 2024 Association of Information Security Professionals. All rights reserved. Page 42 of 45 
  

AiSP Corporate Partners 
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Visit https://www.aisp.sg/corporate_members.html to know more about what our 

Corporate Partners (CPP) can offer for the Cybersecurity Ecosystem. 

 

 

 

 

https://www.aisp.sg/corporate_members.html
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AiSP Academic Partners 

 
  

   

   

   

 

Our Story… 

We are an independent cybersecurity association that believes in developing, supporting 

as well as enhancing industry technical competence and management expertise to 

promote the integrity, status and interests of Information Security Professionals in Singapore. 

 

We believe that through promoting the development, increase and spread of 

cybersecurity knowledge, and any related subject, we help shape more resilient 

economies. 

 

Our Vision 

A safe cyberspace supported by a strong and vibrant cybersecurity ecosystem. 

 

Our Mission 

AiSP aims to be the pillar for Information Security Professionals and the overall Information 

Security Profession through: 

 

▪ promoting the integrity, status and interests of Information Security Professionals in 

Singapore. 

▪ enhancing technical competency and management expertise in cybersecurity. 

▪ bolstering the development, increase and spread of information security knowledge 

and its related subjects. 
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AiSP Secretariat Team 

 

    
Freddy Tan 

Director 

Vincent Toh 

Associate Director 

Elle Ng 

Senior Executive 

Karen Ong 

Executive 
 

 

 

  www.AiSP.sg 

  secretariat@aisp.sg 

  +65 8878 5686 (Office Hours from 9am to 5pm) 

  
6 Raffles Boulevard, JustCo, Marina Square, #03-308, 

Singapore 039594 

  Please email us for any enquiries.  

 

http://www.aisp.sg/
mailto:secretariat@aisp.sg
mailto:secretariat@aisp.sg

